Abstract
Necessity of Research
While observing the Iraq war between the United States and Iraq, which was then considered to have similar military power as North Korea, Kim Jongil realized the significance and importance of military use of information technology combined with advanced weapons. He has since stressed the importance of cyber warfare stating "Internet is a gun," "Know Republic of Korea's computer networks like the back of your hand," and "Cyber space is a shelter where national security law doesn't apply" [1] .
Ever since, North Korea's cyber warfare capabilities have been growing at an alarming rate. At present, under the leadership of Workers' Party and Reconnaissance General Bureau, there are seven organizations of 1,700 hackers and approximately 4,200 employees working in this field in North Korea. From 2005 to 2007, North Korea engaged in website and email hacking. Then from 2008, it launched large scale cyber attacks using chatting, vaccine, and file-sharing websites. It is employing more sophisticated hacking techniques such as DDoS Attack which uses a network of zombie computers, penetration of websites and servers, data deletion, and selfdestruction as of late [2] .
As such, after the dictatorship has been passed on to the third generation, despite international condemnation, North Korea continues to conduct nuclear tests, fire missiles, and strengthen their cyber terror force. The strength of the current cyber terror force has grown so much that it can no longer be compared with that of the past.
This study examines the cyber attack cases of North Korea and the strength of its cyber terror force and makes an academic suggestion that can prevent cyber terrorism in the future.
Preceding Research
This <Table 1> summarizes the preceding research on North Korea's cyber terrorism. 
Proposes course of development for carrying out cyber warfare by conducting international law review of North Korean cyber attacks [4] . Analyzes the threats of North Korean cyber warfare and proposes countermeasures [5] .
Kim (2014)
Examines cyber terror cases confirmed to be North Korean and discusses countermeasures [6] .
Byun, Seeks practical countermeasure by analyzing the close correlation of internal power conflict due to changes in North Korea's high-ranking officials and terrorism [7] .
Lim, Kwon, Jang, Baek
Objectively analyzes characteristics and pros and cons of the North Korean cyber terror force through examining North Korean cyber attack cases and relevant materials [8] . Kim (2013) Investigates actual performance and capability of North Korean cyber terror force and proposes specific countermeasures at a national and military level [9] .
Um (2012)
Proposes defense strategy that can efficiently prevent and cope with cyber attacks in a strategic and tactical stand point [10] . Bae (2011) Analyzes North Korean cyber threat, proposes comprehensive course of development on preparedness at national military strategy level [11] . Park (2009) Proposes national countermeasure against North Korean cyber attacks [12] .
Researcher Summary

North Korea's 7.7 DDoS attack
On July 5, 2009 and on Independence Day on July 4, 2009 in the U.S., major U.S. websites, including those of the White House, fell victim to DDoS Attack. Beginning with this attack, from July 7 to July 10, Republic of Korea was hit by three simultaneous DDoS Attacks. As a result, access to 22 domestic websites, including those of the Blue House, was restricted [13] . The following <Table 2> lists the 14 U.S. websites, including those of the White House, that fell victim to the cyber attacks. South Korean National Intelligence Service confirmed that the IP address which was used for the DDoS Attacks was the same one which North Korea's Ministry of Post and Telecommunications uses. The source of the attacks on major institutions of the Republic of Korea and the U.S. was tracked down and it was confirmed that the attack originated from a North Korean hacking organization stationed in North Korea.
Ministry of Post and Telecommunications is a government ministry in North Korea which is responsible for the postal service, telephone system, and media.
The institution that provides mobile communication and internet connection services is Korea Post and Telecommunications Company(KPTC) which is nominally controlled by the Ministry of Post and Telecommunications. Its servers are located overseas and it uses an assigned IP address. North Korea which only uses intranet internally, has its servers in China and users must type in IP addresses that are in numeric format to access the internet [15] .
The currently existing DDoS Attacks originate from tens or millions of computers injected with malware which receive command directly from the C&C(Command & Control) server and flood websites with an enormous amount of simultaneous requests until the website's bandwidth resources become exhausted. The hijacked devices render a network inaccessible by generating a type or amount of network traffic that crashes the servers [16] .
However, the 7.7 DDoS Attack showed different patterns from the existing DDoS Attack. With the 7.7 DDoS Attack method, a timer and attack command were embedded in the malware itself. It also included the malicious behavior command of damaging the hardware or the hijacked computers. Notably, it was an intelligent attack that combined the latest security threat circumvention techniques such as collaboration model among malwares, small-scale attacks that can circumvent existing security devices, and mixed attack into an intricate mechanism [17] .
In addition, the purpose of existing DDoS Attacks is financial gain whereas the 7.7 DDoS Attack was aimed at instigating social disorder. The following <Table 3> summarizes the differences between existing DDoS Attacks and 7.7 DDoS Attack. In response, Korea Communications Commission(2009) increased its budget for hacking virus response system from 10.8 billion KRW to 38.4 billion KRW in 2009 in order to prevent the recurrence of 7.7 DDoS Attack and effectively respond to hacking viruses. The increased budget will be used towards establishment of DDoS emergency shelter, expansion of malware detection target websites, enhancement of cyber attack detection and response system. In addition, it will increase the budget to protect users for convergence service information protection correspondence which notifies internet users of a hacking victim or virus infection, provide vaccines, and provide information security forecasting service by providing the latest security information during national crisis situations.
North Korea's 3.4 DDoS attack
For three days from March 4, 2011, 40 major domestic websites were attacked by inserting malware in a domestic P2P website using 746 servers in 70 countries. The targets were the websites of major domestic government institutions including the Blue House, financial institutions, and internet portals.
Out of the 40 websites, financial institutions were attacked the most with 10 and 9 national defense websites were attacked as well. Unlike the 7.7 DDoS Attack where Republic of Korea and the United States were the targets, instead of the U.S., domestic national defense websites such as those of Joint Chiefs of Staff, Army Headquarters, Air Force Headquarters, Navy Headquarters, United States Forces Korea, Defense Acquisition Program Administration, and Defense Media Agency were targeted [16] .
In addition, similarities in the design and communication method of malware from 7.7 DDoS Attack were found as shown in <Table 4>. On the other hand, according to AhnLab's analysis, the increase in targets of attack, ability to update vaccines for the purpose of interrupting treatment by altering the infected computer's file, and ability to obstruct access to a website shows evolution from previous attacks. The following <Table 5> summarizes the difference in the 7.7 DDoS Attack and 3.4 DDoS Attack. In midnight on the 10th, the last day of attack when the file was corrupted, computers without vaccines had to change system date back
If the system date was set before infection date or noise0.3dat file which recorded the infection time was deleted, it was planned to be 7 days and 4 days after the infection, but it was changed to be damaged immediately after 9pm on the 5th.
Number of hijacked computers 115,044 116,299
Method of response Massive confusion due to lack of preparation
Corporations and institutions were prepared after 7.7 DDoS, cooperation with security companies and related organizations minimized damage
Strength of cyber terror force
North Korea instructed the top leaders of the North Korean army after the 2003 Iraq war that "if the 20th century war is an oil war and a bullet war, the 21st century war is an information war so prepare for an electronic war" and encouraged the strengthening of cyber warfare capabilities. Accordingly, in order to overcome the gap in economy and military after 2000, North Korea focused on cultivating specialists in preparation for nuclear, missile, and cyber warfare by strengthening cyber warfare capabilities of Kim Il Political Military University, Kim Chaek University of Technology, Pyongyang Computer Technology University which were prepared in the mid-1990s, and cultivated and dispatched 300 hacking experts annually to the task force of Reconnaissance General Bureau, National Security Agency and North Korean espionage operations in the South [20] .
As a result, North Korea is carrying out a security threat using cyberspace to instigate social disorder of Korean society and with systematic training since the beginning of the 1990s, about 6,800 cyber warriors have been put into North Korean espionage operations in the South. North Korea's cyber infrastructure is generally poor, but its cyber terrorism capability alone is ranked fourth in the world after the U.S., China, and Russia [21] . The following <Table 6> is analysis on the strength of North Korea's cyber terror force. Table 6 . Cyber power analysis in North Korea [8] .
Category Content
Cyber Infrastructure
Poor infrastructure, very scarce Internet availability, and the use of a separate internal intranet are strategic advantages in defending, able to make the most of China's high quality Internet infrastructure in attack.
Interest and investment in cyber terror force Like past leader Kim Jongil, Kim Jungeun has high interest in cyber warfare and is investing heavily in them.
Cyber weapon system and technological capability
Offensive weapon system includes electronic weapons systems such as EMP and Jammer. Logical weapon system includes DDoS Attack, APT tools, malware, and logical bombs. Psychological weapon system includes spear phishing. Intranet security uses the defense system developed by North Korea, while maximizing use of security capabilities of Chinese security under attack.
Cyber agent
It is estimated that there are more than 6,800 cyber warriors, and an organized system of cultivating, utilizing, and rewarding cyber warriors exists. Cyber warriors enjoy high social status and various benefits.
Training system
Selects excellent workforce from youth, conducts intensive training from middle school to college. Outstanding cyber warfare specialists graduate every year are produced and dispatched in cyber terror forces and government agencies.
Organization system
It has a subordinate system to carry out hacking and psychological warfare under the Reconnaissance General Bureau and some units carry out tasks in Chinese territory
Cyber terror institution
North Korea's cyber terrorism is under the control of Cyber Jeonjidoguk121 under Reconnaissance General Bureau, while Leadership Formation and Jukgongguk are separately in charge of hacking program development and internet psychological warfare department and is overseen by the general staff department.
The North Korean Cyber Unit was reorganized in 2012, and the following <Figure 1> shows the department and main duties of the North Korean Cyber Unit. 
Cyber terror education
North Korea's education system for cyber warfare specialist cultivation consists of three level. First level is Geumsung Middle School 1 and 2 which only the top students in elementary school are eligible, second level consists of Kim Ilsung University, Kimchaek Industry University, Leadership Formation University, Moranbong University, and the third level consists of the top students of the academic institutions of level 2 who undergo professional education and subsequently dispatched to cyber agencies such as Reconnaissance General Bureau and Strategic Cyber Command. North Korea considers cultivation of cyber warfare specialists as critical and is undergoing such process in a national level in professional academic institutions. The following table summarizes the process of North Korean cyber warfare specialist cultivation. North Korea's representative cyber warfare specialist education institution is Kim Il Political Military University. In 1981, Mirim University which was established under the direction of Kim Ilsung was renamed to Leadership Formation University in 1986 and received support from the Soviet Ministry of Defense. In 1990, it was renamed yet again back to Kim Il Political Military University and has been producing over 100 cyber warfare specialists annually.
It produces around 500 to 600 graduates per year, and around 20 to 25 percent are specially dispatched to military staff related to cyber warfare. Currently Kim Il Political Military University is the most advanced computer university in North Korea and its selfdeveloped software was even highly regarded in Japan [22] .
In addition, Kim Il Sung University, Kimchaek University of Technology, and Moranbong University have been continuously selecting computer prodigies as North Korea's generals and has been improving its operational organization command ability in regards to hacking attacks [13] . According to recent news reports, cyber warfare specialists cultivated from such academic institutions are 1,700 strategy personnel, 5,100 technology personnel, totaling 6,800.
